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providers to make some conclusion about whether a “user” is human or robot. A Human Interaction Proof
(HIP) like Completely Automated Public Turing test to tell Computers and Humans Apart (CAPTCHA) offers
a way to make such a distinction. CAPTCHA is essentially a modern implementation of Turing test, which
carries out its job through a particular text based, image based or audio based challenge response system. In
this paper we present a new image based CAPTCHA technique. Properties of the proposed technique offer all
of the benefits of image based CAPTCHAs; grant an improved security control over the usual text based
techniques and at the same time improve the user-friendliness of the Web page. Further, the paper briefly
reviews various other existing CAPTCHA techniques.
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1. Introduction
Atomizing various Web activities by replacing human to human interactions on the Internet has been made
indispensable due to its enormous growth. However, bots [1] also known as robots and Web-bots which have
a malicious intend and pretending to be humans pose a severe threat to various services on the Internet that
implicitly assume a human interaction. Accordingly Web service providers before allowing access to such
services use various HIPs [2] to authenticate that the user is a human and not a bot. CAPTCHAs [3], a class of
HIPs are tests which are easier for humans to qualify and tough for bots to simulate. Several Web services that
include but not limited to free e-mail, online polls, chat rooms, search engines, blogs, password systems, etc.
use CAPTCHAs as a defensive mechanism against automated Web bots.
The remaining text of this paper is organized as follows: Section 2 presents a short review of bots and
existing CAPTCHA techniques. Section 3 illustrates the proposed Drag and Drop CAPTCHA technique. In
section 4 security analysis of the proposed technique is discussed. Finally, we conclude and present future
research directions.
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2. Web bots and CAPTCHA
C
Web bots are scriptts or applications designeed to perform
m predefined
d functions reepeatedly an
nd automaticaally
after beingg triggered intentionally
i
or through a system inffection. Althoough bots orriginated as a useful featture
in carrying out repetittive and time consumingg operations but its abiliity to imitatee human behhavior has been
t level of complexity in
i the operattions perform
med by a bo
ot it
exploited for maliciouus intent. Acccording to the
p
[4]. 1st generatio
on bots are used
u
may be classified as a 1st generatioon, 2nd generration or 3rd generation program
to downlooad a predefinned set of reesources withhout interpreeting their content. 2nd geeneration bots are capablee to
analyze doownloaded ccontent and perform
p
otherr actions on the basis of the meaninggs derived fro
om that conteent.
rd
3 generaation bots aree capable of fully interprreting client side
s
script laanguages succh as VBScriipt, Java Scrript,
r
rd
and Flash
h. Further, 3 generation
n bots can derive
d
meaniing from thee downloadeed content with
w intelligence
similar to that of a huuman user. Several
S
anti-bbot defense strategies thhat include H
HTTP client and server side
s
strategies have been developed
d
to protect Webb applicationns from thesee bots. HTTP
P based strateegies have been
a
to a larger extend from
m 1st generattion bots andd to some extend
e
from 2nd
able to prrotect Web applications
rdd
generationn bots but caannot be used against 3 generationss of bots [5]. Human Intteraction Pro
oof (HIP) whhich
are schem
mes that requuire some kinnd of interacction from a human in order
o
to be rrecognized as
a a human or
o a
member of
o a group [66] have been
n able to effe
fectively prevvent maliciouus programss from gettin
ng access to the
Web serviices. CAPTC
CHAs is a cllass of HIP tests
t
and aree easier for humans
h
to quualify and to
ough for botss to
simulate. CAPTCHAss underlying hardness is based on Arrtificial Intellligence and the test mayy be text bassed,
CHA should be generatedd in a mannner that they satisfy a sett of
image bassed or audio based. A goood CAPTC
desired prroperties [7] that include:: a) the test must
m be geneerated autom
matically, b) thhe answer to
o the test shoould
be quick and
a easy, c) the test shoould accept all
a human ussers and d) the
t test shouuld resist attaacks even if the
algorithm is known. CAPTCHAss are used in
i diverse Web
W servicess for securinng online poolls, preventting
spammerss from gettinng free e-maail accounts,, preventing Bot entry into the chatt system, preeventing onlline
dictionaryy attacks in password syystems, prevventing unruuly search enngine bots from
f
indexin
ng private Web
W
pages, preeventing Webb bots from adding advertisements too comment field
f
in blogss, preventingg download bots
b
from dow
wnloading and archiving Web sites or
o FTP serveers. Apart froom offering advantages enlisted abo
ove,
CAPTCHA
As pose som
me disadvan
ntages that include unffriendliness, requirementt for larger image libraary,
increased load on servvers, delays in Web pag
ge downloadd, accessibility problems and annoyaance to genuuine
A techniquess.
users. Thee following pparagraphs suummarize vaarious existinng CAPTCHA
Andreii Broder andd his colleagu
ues devised the CAPTCH
HA method in 1997 andd in the samee year Altavista
Website used
u
this metthod as a HIP
P. This methhod used a diistorted English word thaat a user was asked to ty
ype.
The distorrted word waas easier for users
u
to undeerstand but difficult
d
for bots
b to recognnize using OCR
O
techniquues.
The Altavvista Websitee CAPTCHA
A is shown in
n Figure 1 bellow.

Figure 1:
1 Altavsta Web
bsite CAPTCHA

I. EZ-Gim
mpy and Gim
mpy CAPTCH
HA [8]
These techniques are
a based onn OCR and were originnally proposeed by Blum and Von Ahn
A at Carneegic
U
in Collaboration with Yahhoo to proteect chat roooms from sppammers. Giimpy works by
Melton University
selecting several
s
wordds from a dicctionary and displays theem corruptedd and distorteed in an imag
ge to gain enntry
to the servvice. These CAPTCHAss due to limiited words inn its dictionnary (860 woords) have been broken [9].
Gimpy an
nd EZ-Gimpyy CAPTCHA
A are shown in figures 2 and
a 3 respecctively. Untill year 2004 Yahoo
Y
had been
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using this method for chat room protection.
p
Y
Yahoo
is currrently using another new
w method wh
hich is show
w in
figure 4.

Figure 3: EZ‐G
Gimpy CAPTCHA

Fiigure 4: Yahoo Website CAPTTCHA

Figure 2:
2 Gimpy CAPTC
CHA

HIP, called reeCAPTCHA
A [10] shownn in figure 5 has
Recenttly a new andd a more seccure type of text based H
been proposed by the authors
a
of EZ
Z-Gimpy CA
APTCHA.

Figure 5: reCAP
PTCHA

II. Baffle Text CAPTC
CHA [11]
This iss the Xerox Pato Alto Research Ceenter (PARC
C) version of
o Gimpy teest. Baffle Text
T
uses sm
mall
pseudoranndom pronouunceable worrds to defeatt dictionary attacks. It exxploits gestaalt psychologgy which poosits
that humaans are very good at fillinng in missinng portions oof an image while
w
compuuters are not.. Sample Baffle
Text CAP
PTCHA is shhown in figuure 6. Since this
t
method can use worrds with a hiigh degree of
o difficulty, the
produced words are diifficult for huumans to disstinguish. A CAPTCHA named Scattter Type is related
r
to Baffle
Text howeever it is diffferent from thhis due to itss legibility.

Figurre 6: Baffle Texxt CAPTCHA

III. Hand
dwritten Worrd based CAP
PTCHA [12]]
In this method a daatabase form
med of handw
written names of Americaan cities seleected from leetters postedd by
people, is used. A pictture of the raandomly seleected city woord is shown to the user w
who has to tyype the letters to
a of poor quality
q
to reaad for the hum
man user.
gain accesss to the servvice. The worrds as shownn in figure 7 are

Figure 7: Haandwritten Worrd based CAPTC
CHA
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IV. HVS Masking
M
Characteristic CAPTCHA [13]
The Huuman Visuaal System maasking Characteristic CA
APTCHA saample of whhich is shown
n in figure 8 is
composedd of English alphabets
a
thaat are picked
d randomly aand written with
w a combiination of tex
xture and eddges
with addedd noise such as to deceivve the bots byy randomly choosing
c
the visibility off characters.

Figure 8: HVSS Masking Charracteristic CAPTTCHA

V. PayPall CAPTCHA
A [14]
This CAPTCHA
C
iss used in PayyPal Websitee which is ann electronic money
m
paym
ment service. PayPal has not
provided any
a detail onn this methodd however duue to a huge distance betw
ween the lettters it may be quite possiible
to break thhis test usingg a good OCR
R program. A sample PayyPal CAPTC
CHA is show
wn in figure 9.
9

Figure 9: PayPal Webssite CAPTCHA

VI. Hotma
ail CAPTCH
HA [15]
Hotmaail Website C
CAPTCHA test
t uses a seeries of Engllish letters selected randdomly. The shapes
s
of lettters
are modifi
fied and a woord is formedd which a usser has to coorrectly type before availling the serv
vice on the Web
W
site. The segmentation
s
n of letters iss made compplex by addinng arcs so ass to make it difficult for OCR prograams
to recogniize the letterss. This methood poses som
me difficulty to the user inn recognizinng the letters due to compplex
segmentattion of the lettters. A samp
ple of this CA
APTCHA is shown in figgure 10.

Figure 10
0: Hotmail Website CAPTCHA
A

VII. Persiian/Arabic CAPTCHA
C
[1
[16]
This method
m
as shhown in figuure 11 suggest the use off Persian Arrabic words in which coonnected letteers,
presence of
o dots and the right to left readingg order makees programs to fail. Thee major draw
wback with this
t
method is its limited ddomain of useers.

Figure 11:
1 Persian/Araabic CAPTCHA
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VIII. Queestion Based CAPTCHA [17]
This teest is an exxtension of simple
s
questtion based test
t
and prooposes a sim
mple mathem
matical probllem
according to a predefiined pattern but instead of some objject name, im
mage of the object is plaaced. Figure 12
shows a saample of thiss CAPTCHA
A test.

Figure 12:
1 Question Baased CAPTCHA

IX. ESP-P
PIX CAPTCH
CHA [3]
This CAPTCHA
C
w initially proposed
was
p
by
y Blum and V
Von Ahn andd uses a largger database of photograpphs
and animaated images of everydayy objects. Thhe CAPTCH
HA system presents
p
a usser with a seet of images all
associatedd with the sam
me objects or
o concept. The
T user must enter the obbject or conccept to which
h all the imaages
belong to e.g. the proggram might present
p
pictuures of Globee, Volleyballl, Planet and baseball exp
pecting the user
u
S the figurre 13 for its ssample repreesentation.
to correctlly associate aall these pictuures with thee word ball. See

Figu
ure 13: ESP‐PIX
X CAPTCHA

X. Bango CAPTCHA [18]
This CAPTCHA
C
as can be seeen from its saample in figuure 14 uses a visual patttern recognittion problem
m. It
uses two sets of imagges, each set having som
me specific chharacteristics. One set m
might be bold
dface while the
other is noot. The systeem then pressents a singlee image to thhe user whoo then must sspecify the set
s to which the
image beloongs. Since the
t number of
o possible soolutions is sm
mall it is not robust to bruute-force gueessing [8].

Figgure 14: Bango CAPTCHA

XI. Microosoft Asirra C
CAPTCHA [19]
[
This iss a CAPTCH
HA designed by Microsofft Corporatioon which usees animal sppecies image recognition for
restrictingg access andd challenges the user to prove its huumanity by selecting alll images of specific speecie
among thee set of pictuures shown to the user. Asirra
A
does not
n use any image transfoormation andd its database is
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not publicc. Another similar
s
CAPT
TCHA is KittenAuth [220]. A sample run of M
Microsoft Asiirra CAPTCH
HA
method is shown in figgure 15.

Figure 15:
1 Microsoft Asirra CAPTCHA
A

GINATION
N CAPTCHA [21]
XII. IMAG
IMAgee Generationn for INternet AuthenticcaTION usess a databasee of images of simple concepts
c
andd is
composedd by two suubsequent tessts, based on
o different Artificial Inntelligence pproblems. Th
his CAPTCH
HA
appears quuite effectivee but requiress a human usser to store tw
wo distinct teests.
XIII. Mottion CAPTCH
HA [16]
In this method a movie
m
describbing some foorm of a mom
ment is show
wn to the useer. The user is
i next askedd to
r
a veery huge daatabase to sttore
select the option thatt best descriibes the moovement. Thiis method requires
HA is shownn in
sentences and also chhances of bruute-force gueessing are veery high. A sample of thhis CAPTCH
figure 16.

Figu
ure 16: Motion CAPTCHA

XIV. Draw
wing CAPTC
CHA [23]
In this method a large numberr of dots wiith a few disstinguishablee ones with some noise added to it are
f distinguishable dots differ from other by maaking them too have smalll holes in cennter
shown to the user. A few
ked to conneect these disttinguishable dots to gain
n access to the
or makingg them rectaangular. The user is ask
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service. This method is
i apparentlyy consuming
g a larger spaace on the Web
W page andd is also pron
ne to be brokken
p
allgorithms. Fiigure 17 show
ws a sample of this technique.
by bots ussing intermeddiate image processing

Figu
ure 17: Drawingg CAPTCHA

XV. Collaage CAPTCH
HA [24]
In this CAPTCHA
A test a set off randomly chosen
c
pictuures selected from a pictuure databasee of objects like
l
p
flags, etc. afteer applying a rotation is shown too the user at random places withhout
animals, persons,
overlappinng within thhe CAPTCH
HA frame. The
T user is asked to seelect a partiicular picturre as a Hum
man
Interactionn Proof. A saample of thiss test is show
wn in figure 18.
1
An advvanced versioon of this tesst known as Advanced College
C
CAPTCHA [25] has been prooposed by saame
authors, wherein
w
the C
CAPTCHA method
m
displlays another set of picturres but with ddifferent shaapes in a sim
milar
form. The user is requuired to choosse the match
h object as thee one chosenn previously to prove hum
man interactiion.
In anotherr version of Collage CA
APTCHA kno
own as onlinne college CAPTCHA
C
[26], the pictture databasee is
dynamicallly formed bby downloadding picturess from the IInternet. A sample
s
imagge of this CA
ATCHA test is
shown in figure 19. Yet anotherr variation of
o this technnique namedd Multilinguual CAPTCH
HA [27] usees a
o of many languages.
multilinguual interface. Messages or names of thhe objects arre shown in one

Figu
ure 19: Advancced collage CAP
PTCHA

Figure 188: Collage CAPTTCHA
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XVI. Imag
ge Block Exxchange CAP
PTCHA [20]]
In this CAPTCHA
A test as show
wn in figure 20 an image is randomlly chosen froom the imag
ge database. On
b
of the same size are
a exchangeed and is shoown to the user.
u
In orderr to
this imagee two non-ovverlapping blocks
pass the teest, the user must
m click onn the switcheed regions.

Figure 20: Image
I
Block Exxchange CAPTCHA

XVII. Facce Recognitiion CAPTCH
HA [29]
This teechnique reqquires the useer to recognnize some im
mage of a subbject (face oof a human being)
b
with two
t
distortionss applied to it. As an exxtension to thhis techniquee, different photos
p
of the same indivvidual to whhich
different distortions
d
aare applied respectively
r
can be usedd. Figures 21 and 22 shhow sample images of this
t
technique..

Figure 21
1: Face Recognition CAPTCHA
A (Same object with
w
differrent distortionss)

Figure 22: Facce Recognition CAPTCHA (Diffferent images of
o
same
e object)

XVIII. Au
udio Based C
CAPTCHA [301]
[
Audio CA
APTCHAs geenerally takee a random sequence drrawn from reecordings off simple worrds or numbeers,
combine them
t
and addd some disturrbance and noise
n
to it. Thhe CAPTCH
HA system thhen asks the user
u to enter the
words andd/or numberss in the recording. The first
f
audio baased CAPTC
CHA was im
mplemented by
b Nancy Ch
han.
Audio CA
APTCHAs arre more diffiicult to solvee, hard to intternationalizee and more ddemanding in terms of tiime
and effortts in compaarison to texxt and imagge CAPTCH
HAs. Howevver, audio bbase tests haave become an
alternativee for visuallyy impaired peeople.
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3. Proposed Method
Although text based CAPTCHA are currently most widely used ones, but the advances in OCR techniques
in terms of pattern recognition and computer vision have made them prone to more and more attacks
[31,32,33]. Thus, it is reasonable to create new CAPTCHA challenges that are both unbreakable and usable. In
this section we present a new CAPTCHA technique that aims to determine legitimate users and at the same
time does not alienate them. The scheme works on current difficulty of image segmentation in presence of a
complex background. The algorithm implementation and security analysis has been made using GIMP (GNU
Image Manipulation Program) [36].
In the proposed technique a composite CAPTCHA image of a reasonable dimension and resolution is
shown to the user. The user has to identify two small and simple embedded images (source image and target
image) from the shown composite image as asked in the message appearing in the composite image itself. The
user has to drag the source image and drop it over the target image to prove human interaction. This scheme is
depicted in the figures 23 and 24. Both images have been developed using same algorithm but to image shown
in figure 24 a background image with a desired transparency factor has been applied.

Figure 23: Drag and Drop CAPTCHA (Image 1)

Figure 24: Drag and Drop CAPTCHA (Image 2)

A subject-wise database of small sized, well known small real world objects is created. The images and the
corresponding tags associated with each image are stored in separate places which are related with each other
on an encoded key within a single database so that even if a hacker is able to break into the database, he is not
able to get any meaningful content. An as option a dynamic image database could be created by downloading
images from the Internet [34, 35]. A CAPTCHA image is created by placing selected images from this
database on a larger image to which some complex background has been applied. Various transformations are
applied to each selected image before placing it on the larger image. A text message describing which object a
user needs to drag and drop over which other object is embedded in CAPTCHA image. Coordinates of the
image to drag and that of the image over which to drop are preserved at the server. The CAPTCHA image thus
created is shown to the user to prove his humanity. Once the user performs the correct drag and drop, he gains
entry to the service otherwise after a few failed attempts a new CAPTCHA image is shown to the user.
The algorithm for creation of Drag and Drop image CAPTCHA is mentioned hereunder:
Step I:
Create a composite CAPTCHA image Cimg of size N X M pixels with a color
gradient/RGB noise between randomly chosen colors from RGB.
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Step II:

Draw Z random colored and /or filled and random sized shapes of circles, arcs and
lines at random places on the CAPTCHA image Cimg created in step I. Choose Z as
any value between Zmin and Zmax depending upon the required complexity of the
CAPTCHA image.

Step III.

Apply a required transparency factor to the CAPTCHA image Cimg. Optionally
choose an image from the image database ImgDB and place it on Cimg with a
desired transparency factor.

Step IV.

Choose P images from the image database ImgDB and add them to the set of
selected images Selimgs. P should satisfy the following relationship with the
CAPTCHA image Cimg.

Step V:

Randomly choose two images from the selected set of images Selimgs as the source
image Simg and the target image Timg .

Step VI:

For each image in Selimgs apply a random rotation factor RF, transparency factor
TF and scaling factor SF such that:
,
and

Step VII:

Place each image from the selected set of images Selimgs including the source image
Simg and target image Timg on the CAPTCHA image Cimg without overlapping at
random positions. At the same time preserve the coordinates of the Simg source
image and the target image Timg in a set C.

Step VIII:

Retrieve the tags corresponding to the source image Simg and target image Timg from
the image database ImgDB and generate the text message.

Step IX:

Place the text message string at desired location on the CAPTCHA image Cimg after
applying a transparency and rotation factor to it.

Step X:

Return the CAPTCHA image Cimg and the coordinate set C of source image Simg
and target image Timg.

4. Security Analysis
Security of a CAPTCHA technique can be analyzed in terms of time taken, resources involved and
efficiency of a bot program that tries to breach the test. Any CAPTCHA technique is considered to be secure
that is at least as expensive for a hacker as it would cost him using human operators. In this section we will
present the security analysis performed on the proposed CAPTCHA technique.
Segmentation of an image in regions, identification of regions of interest and extraction of semantic
content expressed by the image or part of it are the various steps involved in Content Based Image Retrieval
(CBIR) methods. CBIR methods may use an edge detection technique for segmentation. Figures 25, 26, 27
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and 28 show images after applying famous Edge Detection Techniques namely Difference of Gaussian and
Laplace to the images produced with Drag and Drop CAPTCHA method shown in figures 23 and 24.

Figure 25: Edge Detection (Difference of Gaussians) Image 1

Figure 26: Edge Detection (Difference of Gaussians) Image 2

Figure 27: Edge Detection (Laplace) Image 1

Figure 28: Edge Detection (Laplace) Image 2

It is clear that no doubt the edge detection technique has extracted some features of each sub image;
however, the presence of complex background does not allow CBIR methods to draw any semantics from it.
Another possibility of segmentation is by using thresholding which provides information about the
statistical distribution of color values. An intensity Histogram can be used to look into this possibility. If the
histogram produces two distinct peaks, it may be possible to separate the foreground from background using
simple thresholding. Adaptive thresholding may be used to for thresholding an image whose intensity
Histogram does not contain distinct peaks. Intensity Histogram for image produced in Drag and Drop
CAPTCH is shown in figures 29 and 30 and images got after applying thresholding are shown in figures 31
and 32.

Figure 30: Image2 Histogram

Figure 29: Image1 Histogram
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Figure 32: Thresholding on Image 2

Figure 31: Thresholding on Image 1

As can be seen from the thresholding analysis neither adaptive nor simple thresholding is able to properly
segment the image. Removal of some background information from the CAPTCHA image also removes some
required information about sub images because of the uniform color distribution.
Shape matching is yet another technique employed in understanding images; however, our CAPTCHA
technique increases difficulty in performing this on the produced CAPTCHA image. This is owing to reason
that images of interest appear as sub images of different sizes and intensities. Further the source and
destination sub image tags are embedded in the CAPTCHA image and sub images are not uniformly spaced
which makes shape matching using CBIR methods to fail.
A simple possible attack to the proposed technique involves random guessing wherein an attacker may drag
from one portion of the image to the other. In such a case the probability to produce the correct answer can be
calculated by the follows formulas:

Where P(P(Simg) and P(Timg)) is the probability that source and destination images both have been
correctly guessed, P(Simg) is the probability that source image has been correctly guessed and P(Timg given
and
are
Simg) is the probability that target image is correctly guessed with given source image.
respectievely the areas of CAPTCHA and sub images.
For our CAPTCHA image, the sub images (Simg) have been chosen with dimensions ranging from
45X45 to 55X55 giving an average area of 2500 pixels. The CAPTCHA image has 240X180 pixels dimension
thus having an area of 43200 pixels. Using the formulas listed above the following results have been obtained:
0.0578
0.0614
0.0035
Thus the estimated probability that a brute force guessing is successful with the above given dimensions
of CAPTCHA and the sub images is only 0.35%.
From the security analysis carried out in this section it is apparent that this CAPTCHA technique is
secure from automated tools and can be applied successfully as a Human Interaction Proof.
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Conclusion
We, in this paper besides enumerating various existing CAPTCHA methods presented a new visual
CAPTCHA technique that not only is simple to generate but is also resistant to attacks from automated Web
tools. Further, we carried out security analysis of the proposed technique in terms of segmentation, shape
matching and brute force guessing. The results obtained have validated the efficiency of Drag and Drop
CAPTCHA algorithm. We are currently working to improve further the usability of the presented technique
and apply other image segmentation algorithms to verify its robustness. We are constructing an AJAX based
test Web site to gather user statistics and comments for its improvement.
References
[1] M. Rajab, J. Zarfoss, F. Monrose, and A. Terzis. A multifaceted approach to understanding the botnet
phenomenon. In Proceedings of the 6th ACM SIGCOMM on Internet Measurement (IMC), pages 41–52,
2006.
[2] H. Baird and K. Popat, Human interactive proofs and document image analysis, Proc. IAPR 2002
Workshop on Document Analysis Systems, August 2002.
[3] M. Blum et al, The captcha project, Department of Computer Sciences, Carnegie-Mellon University,
homepage: http://www.captcha.net, accessed 25 August 2008.
[4] G. Ollmann, Stopping automated attack tools, Whitepaper – NGS Software Insight Security Research,
http://www.ngssoftware.com/papers/StoppingAutomatedAttackTools.pdf, 2005, accessed 25 August 2008.
[5] M. D. Vivo, G. O. D. Vivo, R. Koeneke, G. Isern, Internet vulnerabilities related to tcp/ip and t/tcp,
SIGCOMM Comput. Commun. Rev. 29 (1) 81–85, 1999.
[6] N. J. Hopper, M. Blum, Secure human identification protocols, in: ASIACRYPT, vol. 224 of Lecture
Notes in Computer Science, Springer, 2001.
[7] M. Blum, L. A. von Ahn, and J. Langford,, The CAPTCHA Project, “Completely Automatic Public
Turing Test to Tell Computers and Humans Apart,” www.captcha.net, Dept. of Computer Science, CarnegieMellon Univ., November, 2000.
[8] L. von Ahn, M. Blum, and J. Langford, Telling Humans and Computers Apart Automatically,
Communications of the ACM, vol. 47, no. 2, pp. 57-60, February 2004.
[9] G. Mori, J. Malik, Recognizing objects in adversarial clutter: Breaking a visual CAPTCHA, in: Proc.
Conf. Computer Vision and Pattern Recognition, Madison, USA, 2003.
[10] reCAPTCHA: Stop spam, read books., Dept. of Computer Science, Carnegie Mellon University,
http://www.recaptcha.net/, 2007, accessed 25 August 2008.
[11] M. Chew and H.S. Baird “BaffleText”, a Human Interaction Proof, proc. 10th SPIE/IS&T Document
Recognition and Retrieval Conference (DRR2003), Santa Clara, CA, USA, pp 305-316, 2003.
[12] A. Rusu, V. Govindaraju, Handwritten CAPTCHA: using the difference in the abilities of humans and
machines in reading handwritten words, proc. of the 9th Int’l Workshop on Frontiers in Handwriting
Recognition (IWFHR- 9 2004), 2004.
[13] R. Ferzli, R. Bazzi, L. J. Karam, A captcha based on the human visual system masking characterists,
ACME, 2006.
[14] PayPal, PayPal Registeration, https://www.paypal.com/, accessed 25, Aug 2008
[15] Microsoft, Microsoft Hotmail, http:/www.hotmail.com/, accessed 25, Aug 2008

Page 13 of 14
Proceedings of 4th J&K Science Congress 12th to 14th Nov, 2008, University of Kashmir

Sprouts - http://sprouts.aisnet.org/8-46

N. A. Shah & M. Tariq Banday
Drag and Drop Image CAPTCHA

[16] M.H. Shirali-Shahreza and M. Shirali-Shahreza, Persian/Arabic Baffletext CAPTCHA, Journal of
Universal Computer Science (J.UCS), vol. 12, no. 12, pp. 1783-1796, December 2006.
[17] M.H. Shirali-Shahreza and M. Shirali-Shahreza, Question-Based CAPTCHA, proc. of Int’l conference
on computational Intelligence and Multimedia Applications, 2007.
[18] C. Pope and K. Kaur, Is It Human or Computer? Defending E-Commerce with Captchas, IEEE IT Pro,
May 2005.
[19] Microsoft, Microsoft asirra, http://research.microsoft.com/asirra/, accessed 25 Aug 2008.
[20] Kittenauth, http://www.thepcspy.com/kittenauth, accessed 25 Aug 2008.
[21] R. Datta, J. Li, J. Z. Wang, Imagination: a robust image-based captcha generation system, in:
Proceedings of the 13th annual ACM international conference on Multimedia (MULTIMEDIA ’05), ACM
Press, New York, NY, USA, 2005.
[22] M. Shirali-Shahreza, and S. Shirali-Shahreza, HIS 2008, Krakow, Poland, May, 2008.
[23] M. Shirali-Shahreza, and S. Shirali-Shahreza, "Drawing CAPTCHA," Proceedings of the 28th
International Conference Information Technology Interfaces, Dubrovnik, Croatia, June 19-22, pp. 475-480,
2006.
[24] M. Shirali-Shahreza and S. Shirali-Shahreza, Collage CAPTCHA, in Proceedings of the 20th IEEE
International Symposium Signal Processing and Application (ISSPA 2007), Sharjah, United Arab Emirates
(UAE), February 2007.
[25] M. Shirali-Shahreza and S. Shirali-Shahreza, Advanced College CAPTCHA, 5th Int’l conference on
Information Technology: New Generation, 2008.
[26] M. Shirali-Shahreza and S. Shirali-Shahreza, online college CAPTCHA, 8th Int’l Workshop on Image
Analysis for Multimedia Interactive Services(WIAMIS'07), 2007.
[27] M. Shirali-Shahreza and S. Shirali-Shahreza, Multilingual CAPTCHA, 5th IEEE International
Conference on Computational Cybernetics ICCC 2007, Oct 2007.
[28] Wen-Hung Liao, A CAPTCHA mechanism based on exchanging image blocks, proc. of the 18th int’l
conference on pattern recognition (ICPR’06), 2006.
[29] D. Misra and K. Gaj, Face Recognition CAPTCHAs, Proceedings of the Advanced International
Conference on Telecommunications and International Conference on Internet and Web Applications and
Services (AICT/ICIW 2006), 2006.
[30] C. Nancy, Sound oriented captcha, in: Proceedings of the First Workshop on Human Interactive Proofs,
Xerox Palo Alto Research Center, CA, 2002.
[31] G. Moy, N. Jones, C. Harkless, R. Potter, Distortion estimation techniques in solving visual captchas,
in: CVPR (2), 2004.
[32] K. Chellapilla, P. Y. Simard, Using Machine Learning to Break Visual Human Interaction Proofs
(HIPs), MIT Press, Cambridge, MA, pp. 265–272, 2005.
[33] K. Chellapilla, P. Simard, M. Czerwinski, Computers beat humans at single character recognition in
reading-based human interaction proofs (hips), in: In Proceedings of the Second Conference on Email and
Anti-Spam (CEAS), Palo Alto, CA, 2005.
[34] K. Yanai, M. Shindo, and K. Noshita, A fast image gathering system from the World-Wide Web using a
PC cluster, Image and Vision Computing, vol. 22, Issue 1, pp. 59-71 January 2004.
[35] M. Chew, J. D. Tygar, Image recognition CAPTCHAs, in: Proc. of the 7th International Information
Security Conference (ISC 2004) Springer, 2004.
[36] GIMP, GNU Image Manipulation Program, http://www.gimp.org/ accessed 25 Aug 2008.

Page 14 of 14
Proceedings of 4th J&K Science Congress 12th to 14th Nov, 2008, University of Kashmir

Sprouts - http://sprouts.aisnet.org/8-46

Working Papers on Information Systems | ISSN 1535-6078
Editors:
Michel Avital, University of Amsterdam
Kevin Crowston, Syracuse University
Advisory Board:

Editorial Board:

Kalle Lyytinen, Case Western Reserve University
Roger Clarke, Australian National University
Sue Conger, University of Dallas
Marco De Marco, Universita’ Cattolica di Milano
Guy Fitzgerald, Brunel University
Rudy Hirschheim, Louisiana State University
Blake Ives, University of Houston
Sirkka Jarvenpaa, University of Texas at Austin
John King, University of Michigan
Rik Maes, University of Amsterdam
Dan Robey, Georgia State University
Frantz Rowe, University of Nantes
Detmar Straub, Georgia State University
Richard T. Watson, University of Georgia
Ron Weber, Monash University
Kwok Kee Wei, City University of Hong Kong

Margunn Aanestad, University of Oslo
Steven Alter, University of San Francisco
Egon Berghout, University of Groningen
Bo-Christer Bjork, Hanken School of Economics
Tony Bryant, Leeds Metropolitan University
Erran Carmel, American University
Kieran Conboy, National U. of Ireland Galway
Jan Damsgaard, Copenhagen Business School
Robert Davison, City University of Hong Kong
Guido Dedene, Katholieke Universiteit Leuven
Alan Dennis, Indiana University
Brian Fitzgerald, University of Limerick
Ole Hanseth, University of Oslo
Ola Henfridsson, Viktoria Institute
Sid Huff, Victoria University of Wellington
Ard Huizing, University of Amsterdam
Lucas Introna, Lancaster University
Panos Ipeirotis, New York University
Robert Mason, University of Washington
John Mooney, Pepperdine University
Steve Sawyer, Pennsylvania State University
Virpi Tuunainen, Helsinki School of Economics
Francesco Virili, Universita' degli Studi di Cassino

Sponsors:
Association for Information Systems (AIS)
AIM
itAIS
Addis Ababa University, Ethiopia
American University, USA
Case Western Reserve University, USA
City University of Hong Kong, China
Copenhagen Business School, Denmark
Hanken School of Economics, Finland
Helsinki School of Economics, Finland
Indiana University, USA
Katholieke Universiteit Leuven, Belgium
Lancaster University, UK
Leeds Metropolitan University, UK
National University of Ireland Galway, Ireland
New York University, USA
Pennsylvania State University, USA
Pepperdine University, USA
Syracuse University, USA
University of Amsterdam, Netherlands
University of Dallas, USA
University of Georgia, USA
University of Groningen, Netherlands
University of Limerick, Ireland
University of Oslo, Norway
University of San Francisco, USA
University of Washington, USA
Victoria University of Wellington, New Zealand
Viktoria Institute, Sweden

Managing Editor:
Bas Smit, University of Amsterdam

Office:
Sprouts
University of Amsterdam
Roetersstraat 11, Room E 2.74
1018 WB Amsterdam, Netherlands
Email: admin@sprouts.aisnet.org

